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Did you know that...

By the end of 2021,
cybercrime is expected to
cost the world $6 trillion
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Why would my event be the
target of a cyber attack?

e [0 cause damage
e Money
e Forfun




Assess the risk of your event by
identifying: WHO?

¢ Who is coming to your
event?

e Are they a likely target for
attackers?




Assess the risk of your event by
identifying: WHAT?

e What platform are you
using for the event?

e \Whatis the privacy level of
the data related to it?




Assess the risk of your event by
identifying: WHERE?

e Where are your servers
located?

e \Where are your participants
connecting from?




Examples of
potential threats
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Examples of potential threats "

Phishing

Often used to steal user data, including login credentials and
credit card numbers.

Occurs when an attacker, pretending to be a trusted entity, tricks a
victim into opening an email, instant message, or text message.



Examples of potential threats "

Hackers understand
our behaviour




Examples of potential threats "

Spear phishing

A more sophisticated form of a phishing attack, in which
cybercriminals target only privileged users such as system
administrators and C-suite executives.

The attackers might use details from a person’s social media
accounts, to seem even more legitimate to the target.



Examples of potential threats

Fake websites

ﬁ https://




Examples of potential threats "

What is HTTPS?

e HTTP+TLS=HTTPS

e A secure version of HT TP that prevents communication from
being intercepted and read by anyone but you and the
website you are connected to



Examples of potential threats "

What you need to know

HTTP = Bad

<>
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HTTPS = Good

Never trust an HT TP website with your
personal information.



Examples of potential threats "

Email scams: \ji f(
“An attempt to login to your > )
account has been made from

another country, please @
update your password.”




Examples of potential threats

Zoombombing

Disruptive intrusion to a
video conference call




Examples of potential threats "

Zoombombing

Most of the cases of zoombombing were occurring because users
were sharing the URL links of their Zoom meetings on public
streams like websites, social media channels or mass email
Invites.



Examples of potential threats

Zoombombing
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e |mplement waiting rooms
e Password-protected meetings




Examples of potential threats "

Malware + Ransomware

Malware is any software intentionally designed to cause damage
to a computer, server, client, or computer network (eg a virus).

Ransomware is a type of malware that threatens to publish the
victim's data or perpetually block access to it unless a ransom is
paid.



Examples of potential threats "

Distributed denial of service (DDoS)

A DDoS attack aims to take down a company’s website by
overwhelming its servers with requests.

It can overload your servers, slowing them down significantly or
temporarily taking them offline.



Handling Data
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Protection + prevention

Team education

Train any team members
who interact with/have
access to event data




GDPR (General Data Protection Regulation)

The GDPR does not just apply to .
businesses in the EU.

It applies to any organisation that 25
th Ma
controls or processes EU data, y

wherever they are in the world. 20 18
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Data protection responsibilities

e Thevenue

e The PCO or agency

e The association/
organisation

e Data controller

e Data processor

e Data protection officer




Data exchange "

Where is the data potentially exposed?

Data exposure can be linked to how a
company handles certain information.

Sometimes, sensitive data can be
found stored in plain text documents.
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Biometric authentication

Types of biometric authentication

Fingertip scanning

A more innovative voice
Iris

Face recognition




Protection +
Prevention
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Protection + prevention

Protect against phishing

e Use security software

e Multi-factor
authentication

e Backup your data




Protection + prevention

Payment gateways

A payment gateway is the technology that captures
and transfers payment data from the customer to the
acquirer.



Protection + prevention "

Use a Password Manager

A password manager assists in
generating and retrieving
complex passwords, potentially
storing such passwords in an
encrypted database or
calculating them on demand.




Protection + prevention

Use a VPN when possible
(Virtual private network)
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Top tips to
take away
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TIPS

e Ask questions! ‘
e Check the reviews




TIPS

e T[rustyour browser
e [Too many ads?




TIPS

e Google Safe Browsing
Transparency Report ®
e Privacy Policy —




TIPS

Apply Pareto’s Law

80%

RESULT

20% EFFORT




"Don’t let what you can’t do get In
the way of what you can do."
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